Southern California Regional ITS Architecture Supplemental Security Update

Table X-X Project Sequencing


	Project Number
	Project Name
	Market Package(s)
	Stakeholder(s)
	Project Description
	Timing

	2008 SAP-1

	Regional Traveler Information for Evacuation Routing and Emergency Diversion
	· ATIS01 – Broadcast Traveler Information
· APTS08 – Transit Traveler Information
· ATIS02 – Interactive Traveler Information
· ATIS06 Transportation Operations Data Sharing
· EM06 Wide-Area Alert
· EM10 Disaster Traveler Information
	SCAG, MPO’s, Transit Agencies, EMC’s

	Based on 2004 AP-21

This project should provide the ability to implement a multi-jurisdictional Advanced Traveler Information System (ATIS) to collect, process, validate, and disseminate both pre-trip and en route real-time information to public agencies, private stakeholders, and the public including:

· Emergency and evacuation information regionally to inform travelers of an emergency event, affected areas, and evacuation instructions
· Freeway/arterial congestion, video images, and links to alternative transportation services via web page(s)
· Interstate/inter-region traveler information covering a wide area (targeted to CVO)
This effort should support the MATIS system.
	S/M

	2008 SAP-2
	Multi-agency Video Sharing and Distribution 
	· AD3 – ITS Virtual Data Warehouse
· ATMS01 – Network Surveillance
	SCAG, MPO’s, Transit Agencies, EMC’s
	Establish a common web enabled and secure clearing house for transportation video surveillance for use by multiple transportation and security agencies for security and event preparation, response, and evacuation.  Provide the ability for images to be converted to a common selected and web capable format and then distributed through secure Internet and commercial wireless channels.
	M

	2008 SAP-3
	Multi Transportation Agency Regional Interfaces
	· APTS07 – Multi-modal Coordination
· ATMS03 – Surface Street Control
· ATMS04 – Freeway Control
· ATMS07 – Regional Traffic Management 

· ATMS08 – Traffic Incident Management System
· EM09 – Evacuation and Reentry Management
· ATIS06 – Transportation Operations Data Sharing
· ATMS21 – Roadway Closure Management
	Caltrans, SCAG, MPO’s, Transit Agencies, EMC’s, Local Agencies
	Based on 2004 AP-1, AP-2
Develop special event management systems to coordinate seasonal traffic, emergency management, disaster operations, and wide area evacuation by sharing traffic information among the Southern California Caltrans districts and transportation agencies to support a regional control strategy.  Provide the ability to relinquish control of local agency signals to regional TMC during significant events or natural disasters to maintain regional traffic flows.
	M/L

	2008 SAP-4
	ITS Data Systems Repository
	· AD2 – ITS Data Warehouse
	SCAG, MPO’s, Caltrans
	Develop and implement a web-based regional education tool for transit agencies, transportation agencies, law enforcement, and emergency responders to provide relevant data, links, and contact information to enhance awareness and use of existing ITS related data including traffic information, emergency preparedness and response, and evacuation plans.
	S

	2008 SAP-5
	Interstate DOT Information Exchange
	· ATMS07 – Regional Traffic Management
· ATIS06 – Transportation Operations Data Sharing
	Caltrans, NDOT, AZDOT
	Provide the ability for Caltrans to coordinate and exchange data with Nevada and Arizona DOT for incident management, emergency response, and evacuation.
	M

	2008 SAP-6
	Airport Security Enhancement
	· EM05 – Transportation Infrastructure Protection
· APTS05 – Transit Security
	LAWA, Airport Operators
	Provide the ability for surveillance and sensor monitoring of airports, support facilities, infrastructure, and vehicles. The surveillance includes both video and audio surveillance. The sensor monitoring includes threat sensors (e.g. chemical agent, toxic industrial chemical, biological, explosives, thermal, acoustic and radiological sensors), object detection sensors, motion or intrusion detection sensors, and infrastructure integrity sensors.
	S

	2008 SAP-7
	Traffic Management Center and EMC Communications
	· ATMS07 – Regional Traffic Management
· APTS07 – Multi-modal Coordination
· ATMS03 – Surface Street Control 

· ATMS04 – Freeway Control
· EM09 – Evacuation and Reentry Management
· ATIS06 – Transportation Operations Data Sharing
	Caltrans, MPO’s, EMC’s, Law Enforcement, Local Agencies, Transit Agencies
	Based on 2004 AP-1

This project will utilize ITS to develop new and improve existing communication systems between traffic management centers (TMC’s) and between TMC’s and EMC’s through:

· Improving information exchange between all SCAG region Caltrans Districts
· Improving information exchange between all SCAG region Caltrans Districts and other local agencies
· Improving communications between Sherriff, CHP, Caltrans, Emergency Operations Centers, and local agencies during emergency events 
· Improving information exchange between and among transit agencies
· Sharing of traffic information and control among traffic management centers to support a regional control strategy, adding the communication links and integrated control strategies that enable integrated inter-jurisdictional traffic control
	M/L

	2008 SAP-8
	Evacuation and Emergency Response Resource Management
	· ATMS07 – Regional Traffic Management
· EM09 – Evacuation and Reentry Management
· APTS01 – Transit Vehicle Tracking
· APTS06 – Transit Fleet Management
· CVO01 – Fleet Administration
· CVO09 – CVO Fleet Maintenance
	SCAG, Caltrans, TMC operators, EMC’s
	Utilized ITS to facilitate enhanced regional evacuation and emergency response by:

· Developing sub-regional focal points to refer all citizens during emergency events

· Providing the ability for Caltrans, EMC, and TMC’s to track all response resources including maintenance and construction vehicles
· Developing a database of regional resources to monitor and track all response resources including vehicles and all assets that are necessary during an emergency event such as food, water, medical supplies, temporary shelters, etc.
	M

	2008 SAP-9
	Regional Rail Grade Crossing Security
	· ATMS01 – Network Surveillance
· ATMS08 – Traffic Incident Management System
· ATMS13 – Standard Railroad Grade Crossing 
· ATMS14 – Advanced Railroad Grade Crossing 
· ATMS15 – Railroad Operations Coordination
· ATMS21 – Roadway Closure Management
	UP, BNSF, SCCRA, Amtrak
	Based on 2004 AP-9, AP-10, AP-11, AP-12

Improve rail grade crossing security and response to emergency events by:

· Using sensors and surveillance to monitor at-grade rail crossings
· Improving highway-railroad intersections with train detectors, advance warning systems and link train detectors to traffic signal system and EMS dispatch
· Utilizing ITS elements to direct vehicles to alternate routes at and in advance of blocked at-grade rail crossings on major arterials during train events (HAZMAT, derailment, train-vehicle collision)

· Providing the ability to view and control CCTV through a Windows based system that is compatible with Intelligent Roadway / Rail Interface System (IR/RIS) program and sub-regional ATMS and ATIS.
	M

	2008 SAP-10
	Common Format Hazardous or High Priority Vehicle Tracking
	· CVO01 – Fleet Administration 

· CVO02 – Freight Administration 

· CVO03 – Electronic Clearance 

· CVO07 – Roadside CVO Safety
· CVO08 – On-board CVO and Freight Safety and Security 

· CVO09 – CVO Fleet Maintenance 

· CVO10 – HAZMAT Management 

· CVO11 – Roadside HAZMAT Security Detection and Mitigation 

· CVO12 – CV Driver Security Authentication 

· CVO13 – Freight Assignment Tracking
	Ports, Law Enforcement, Emergency Responders, Commercial Vehicle Operators
	Provide a common format and standard for secure tracking of high priority safety concern vehicles or goods movement.  Provide information through a common interface to emergency services, law enforcement, and other relevant agencies.  Include manifest information for proper response efforts.
	S/M

	2008 SAP-11
	Emergency Notification of Transit Operators
	· APTS07 – Multi-modal Coordination
· ATMS08 – Traffic Incident Management System
	Transit Agencies, EMC’s, TMC Operators
	Enable emergency information dissemination to transit operators via connections from EMC and TMC’s
	S/M

	2008 SAP-12
	Regional Centralized Information Clearinghouse
	· AD3 – ITS Virtual Data Warehouse
	SCAG, MPO’s, Caltrans
	Based on 2004 AP-3

Provide a central information clearinghouse by:
· Developing proactive transportation security strategies that support economic vitality in the region;
· Enhancing the effectiveness of agencies responsible for security preparedness and emergency response;
· Ensuring that regional transportation technology investments meet the needs of emergency responders through interoperable, robust, and strategically redundant ITS and communications infrastructure;
· Providing a regional forum for members of the transportation and emergency management communities to coordinate transportation and security initiatives, and to reach agreement on how to work more closely together during the decision notification process prior to and following an event;
· Updating the regional ITS Architecture and associated County architectures. describing specific systems interoperability requirements to support regional safety and security objectives; and

· Satisfying SAFETEA-LU requirements for regional transportation planning to incorporate security considerations.
	S

	2008 SAP-13
	Regional Integrated GIS Database
	· AD2 – ITS Data Warehouse
	SCAG
	Based on 2004 AP-3

SCAG shall offer a regional repository of GIS data for use by local agencies in emergency planning, and response, in a standardized format.
	M/L

	2008 SAP-14
	Transit Station Surveillance
	· APTS05 – Transit Security
	Transit Agencies, SCCRA, Amtrak
	Based on 2004 AP-12
Provide the ability for surveillance and sensor monitoring of transit stations, stops, facilities, infrastructure, and vehicles. The surveillance includes both video and audio surveillance. The sensor monitoring includes threat sensors (e.g. chemical agent, toxic industrial chemical, biological, explosives, thermal, acoustic and radiological sensors), object detection sensors, motion or intrusion detection sensors, and infrastructure integrity sensors. 
	S

	2008 SAP-15
	Rail Infrastructure Security
	· EM05 – Transportation Infrastructure Protection
· PTS05 – Transit Security
	UP, BNSF, SCCRA, Amtrak, EMC’s
	Based on 2004 AP-11

Install ITS devices including communication backbone to monitor and secure trains, rail cars, fixed assets (tracks, wayside equipment), highway-rail intersections and personnel with interfaces to traffic and emergency management centers.
	S

	2008 SAP-16
	Critical Transportation Infrastructure Surveillance & Information Dissemination
	· EM05 – Transportation Infrastructure Protection
· ATMS01 – Network Surveillance 

· ATMS06 – Traffic Information Dissemination 

· ATMS08 – Traffic Incident Management System
	Transportation Agencies, Local Agencies
	Implement traffic management systems and field elements on corridors with security concern or significances and or identified critical transportation infrastructure that are monitored and controlled by local agencies including CCTV, HAR, RWIS, DMS, vehicle detection stations, communications infrastructure, related to surveillance or information dissemination.
	S/M

	2008 SAP-17
	Traffic Control & Management Systems
	· ATMS07 – Regional Traffic Management
· ATMS03 – Surface Street Control
· ATMS04 – Freeway Control
· EM09 – Evacuation and Reentry Management
	Caltrans, MPO’s
	Based on 2004 AP-2
Implement traffic control and management systems to enhance emergency response and evacuation including:

· Providing centralized traffic control systems (TCS) to cities for signal monitoring and control, incident management, event management, transit coordination, ITS element control and provide connection to sub-regional TMC and adjacent cities.
· Implement an Advanced Traffic Management System (ATMS) to detect and monitor signal status, identify traffic congestion and incidents, and display information through a fully integrated mapping function. 
· Provide ATMS data sharing capability to coordinate operations with Caltrans and adjacent cities and provide arterial information to a traveler information system covering a larger area and multiple modes.
	L

	2008 SAP-18
	Emergency Event Communications Equipment
	· APTS07 – Multi-modal Coordination
	Transit Agencies, Law Enforcement, Caltrans, MPO’s, Emergency Responders, EMC’s
	Provide the ability for transit operators, law enforcement, transportation agencies, and emergency personnel to communicate with each other and EMC’s during events resulting in a power outage (satellite phones, inter-regional radio system, etc.).
	S

	2008 SAP-19
	Emergency Response Communications Infrastructure
	· APTS07 – Multi-modal Coordination
	Transit Agencies, Law Enforcement, Caltrans, MPO’s, Emergency Responders, EMC’s
	Improve information sharing and communication between transit operators, law enforcement, transportation agencies, and emergency personnel during significant events or natural disasters.  Provide the ability for local agencies to share data collected from local traffic management systems with other agencies, transit operators, emergency services, and law enforcement.
	M/L

	2008 SAP-20
	Rail Location and Notification
	· CVO01 – Fleet Administration 

· CVO02 – Freight Administration 

· CVO10 – HAZMAT Management 

· CVO13 – Freight Assignment Tracking
	UP, BNSF,
EMC’s, Emergency

Responders
	Based on 2004 AP-13  
Provide the ability for rail operators (UP, BNSF) to notify public agencies in SCAG region of manifest data within 24hrs of receiving the data to allow first responders to properly respond in an emergency event.  Implement necessary ITS elements to share train location and ID data with public agencies.
	S/M

	2008 SAP-21
	Arterial Interfaces
	· ATMS07 – Regional Traffic Management
· EM09 – Evacuation and Reentry Management
	Local Agencies
	Based on 2004 AP-2

Develop special event management systems to coordinate seasonal traffic, emergency management, disaster operations, and wide area evacuation by sharing of real-time traffic conditions across county boundaries by local agencies.
	L

	2008 SAP-22
	Data Archive
	· AD2 – ITS Data Warehouse
	SCAG, MPO’s, Caltrans
	Based on 2004 AP-3

Provide for a regional archiving capability for long term planning to assist in preparation and response to emergency events.
	M/L

	2008 SAP-23
	Ports Security
	· ATMS01 – Network Surveillance 

· EM05 – Transportation Infrastructure Protection
· CVO03 – Electronic Clearance 

· CVO08 – On-board CVO and Freight Safety and Security 

· CVO11 – Roadside HAZMAT Security Detection and Mitigation 

· CVO12 – CV Driver Security Authentication 

· CVO13 – Freight Assignment Tracking
	Ports
	Based on 2004 AP-5
Enhance existing Port security systems through sensor and surveillance equipment to monitor all entrance points, critical infrastructure, perimeter security, and to track commercial vehicles/freight equipment, monitoring identities, monitoring freight equipment, and monitor commercial vehicles.
	S

	2008 SAP-24
	Ports Traffic Information
	· ATMS01 – Network Surveillance 

· APTS07 – Multi-modal Coordination
	I-5 JPA/Ports/

Gateway COG
	Based on 2004 AP-6

Enhance existing Port traffic information dissemination through Closed Circuit Television (CCTV) cameras, Changeable Message Signs (CMS), and gate queue detectors.  Enable the ports to receive real-time traffic conditions from local agencies and disseminating real-time port information and traffic conditions to local agencies and to Commercial Vehicle Operators.
	M

	2008 SAP-25
	Passenger Information System
	· APTS08 – Transit Traveler Information
· EM06 – Wide-Area Alert
· EM10 – Disaster Traveler Information
	SCRRA, MTA, Amtrak, EMC’s
	Based on 2004 AP-8, AP-14

Provide the ability for all rail operators to disseminate real-time train information and emergency response and evacuation information to rail passengers via automated in-train audio and video devices, mobile electronic devices, and websites.
	M

	2008 SAP-26
	Infrastructure Damage and Readiness Tracking System
	· EM09 – Evacuation and Reentry Management
· EM05 Transportation Infrastructure Protection
· EM08 Disaster Response and Recovery
	SCAG, EMC’s
	Deploy a web enabled database and GIS infrastructure data tracking system.  The system would provide a ready multi-agency/multi-modal method for identifying high level damage, required repairs, and readiness of transportation infrastructure following major events.  The system will allow information to be entered through mobile field devices and web enabled client terminals over radio/cell.  
	M

	2008 SAP-27
	Security Threat and Guidance Clearinghouse
	· EM05 Transportation Infrastructure Protection
· AD3 – ITS Virtual Data Warehouse
· PTS05 – Transit Security
	SCAG, EMC’s, Transportation Agencies, Law Enforcement, Emergency Services
	Develop a SCAG database and GIS resources with a security threat and response guidance expert system and information process.   Allow for the receipt of generalized threat information from federal, state, and regional law enforcement and security agencies, and then translate it into meaningful areas of security focus for transportation agencies.  Include a combination of upfront threat identification and risk classification to allow for generalized threats as an input.  Provide a series of guidelines and expert input to boil threats down into key focus areas and suggestions distributed to transportation agencies via e-mail, fax, and/or web.  
	M

	
	
	
	
	
	


� SAP is an acronym for “Security Architecture Project”.  As part of the SCAG Transportation Security Study a supplement to the 2004 Southern California Regional ITS Architecture has been created, including this list of security related projects.  


� EMC is an acronym for “Emergency Management Center” that includes Office of Emergency Services (OES), Emergency Operation Center (EOC), and all facilities of this type.


� 2004 AP-21 refers to a Southern California Regional ITS Architecture project.  To assist in referencing these projects, a numbering system was created.  “AP” is an acronym for “Architecture Project”.  Please see Table X-X in this report for the list of projects in the 2004 Southern California Regional ITS Architecture.





